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Why are we here?

To build micro-architecture systems
where security is a first-class citizen.

Secure Memory in Hardware
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GHOST

Background

Multi discipline project
NSF funded
One of GHOST's goals is to operate securely through public 5G network



GHOST

The problem

Using network — exposing your activities

Data are encrypted - information can be derived
Network controlled by adversary



GHOST

Features

Activity shaping
Sim swapping
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Exposing your activities
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GHOST
Sim Swapping

s Normal behavior
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Sim Swapping
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GHOST Y\
Device Security O
«@npy)
Stolen
Remotely Access

Require additional security

- Isolation (TEE)

- Confidentiality and Integrity
(Encryption)
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Trusted Execution Environments (TEESs)
“*What isa TEE?

= |[solation

= Privileged Software (0S)

= Attestation Hardware & Software
= Trust Chip/SoC Boundary

<*Commercial TEEs

= |ntel SGX — Large TCB
= Arm TrustZone — Two Worlds
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End-User Device
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RISC-V

“*Privileged Levels
= User
= Supervisory
= Reserved (Hypervisor)
= Machine

<*Control Status Registers (CSR)
= Physical Memory Protection (PMP)
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Extending RISC-V Keystone Include Efficient

-
Secure Memory Fox 0o
<Isolation is not enough ”CD
“Confidentiality
= Protect sensitive data
= Counter-mode encryption
= Encryption is parallelized with data requests - Intearity
ssData integrity
= Active attacks - - - -
= Bonsai Merkle trees Data A Data B Data G bata D
H Bl =N

Rogers, B., Chhabra, S., Prvulovic, M., and Solihin, Y. Using address inde-pendent seed encryption and Bonsai Merkle trees to make secure processors 14
OS- and performance-friendly. In International Symposium on Microarchitecture(MICRO) (2007)



“xtending RISC-V Keystone To Include Efficient Secure Memory

Our Work
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RISC-V Keystone To Include Efficient Secure Memory

AX| Master

Extending RISC-V )
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Extending SoC

“*Confidentiality T
= Memory Controller (MC) | -
= Enable Encryption (ee) v v
= PMPChecker
= TileLink (TL)
= Encryption Engine(EE) | o 1| | -+ |
= Critical Path R Sy

Memory Bus

¢*Aeremorﬁ
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EX'te nd | N g SOC (1) Change the memory bus into a memory controller
“*Confidentiality [ Mestorbus

= Memory Controller (MC) | -

= Enable Encryption (ee) v v

= PMPChecker

= TileLink (TL) Bank 1 Bank 2

= Encryption Engine(EE) | o | -+ |

= Critical Path : ?

v e
Memory Bus
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Extending SoC

“*Confidentiality

= Memory Controller (MC)
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Extending SoC

“*Confidentiality

= Memory Controller (MC)
Enable Encryption (ee)
PMPChecker
TileLink (TL)
Encryption Engine(EE)
Critical Path
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@ Change the memory bus into a memory controller

(2) Add encryption bit to design

pmpcfgl
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PMP configure register format
(8) PMPChecker fetch encryption bit
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Extending SoC

“*Confidentiality
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Extending SoC

“*Confidentiality
= Memory Controller (MC)
= Enable Encryption (ee)
PMPChecker
TileLink (TL)
Encryption Engine(EE)
Critical Path
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@ Change the memory bus into a memory controller

(2) Add encryption bit to design

‘pmpcfg,

L] JE_ A [X]WIR]
5 0
PMP configure register format
@ PMPChecker fetch encryption bit
@ Update TileLink protocol to include encryption signal

@ Add encryption engine to memory controller
(6) Add one LUT to critical path
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LSuU
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Front end pmpcfg
Execute @ pmpaddr
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Front end pmpcfg
Execute @ pmpaddr
LSU v v Add ePMP registers to hold state of integrity t ith it
. e e registers to hold state of integrity tree with i
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Core 1 ePMP2 asi
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| key
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Update TileLink protocol to support new command

@ CSRW instruction writes to pmpaddr and to ePMP
control registers

@ Add LUT to L2 Cache to either handle normal data request or
forward request to Memory contorller

| Memory Bus |
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Front end pmpcfg
Execute @ pmpaddr
LSU v v Add ePMP registers to hold state of integrity t ith it
. e e registers to hold state of integrity tree with i
EXtendlng SOC D$ I$ @ respective PMP entry
* . Y ¢ ‘L
°o I n‘teg rlty | Master Bus | ePMP; pmpggdr
Core 1 ePMP2 asi
,1, root
| key
mode

Update TileLink protocol to support new command

@ CSRW instruction writes to pmpaddr and to ePMP
control registers

@ Add LUT to L2 Cache to either handle normal data request or
forward request to Memory contorller

@ Finally, updated memory controller to update the ePMP

| Memory Bus |
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Secure Memory Example

% On Reset - ZSBL will load Keystone secure SM
% SM will configure pmpaddr and pmpcfg
% Modified Keystone that all enclave will set encryption bit

% On CSRW pmpaddr,
= the execute stage will buffer address
= the commit stage request is sent to MC

< On Write - Load Store Unit(LSU) will invoke the PMPChecker
% Write is requested
% Assume write-through caches for this example

% Datais encrypted and integrity tree is updated
= Up to this point data are not encrypted

% Encrypted data is sent to external memory
% SoC Boundary
% Caches
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Continuing our Work

s* Complete our FPGA implementation
¢ Efficiency
= Areaand Power
= Utilizing existing RISC-V primitives
= Critical path has minimal changes
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