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Challenges

The devices send all the information to a centralized authority, which processes the data.

o Latency
o Heavy workload at the cloud side (limitations and availability)
o Privacy (sec)
« A platform, which enables the computation, communicationand storage closerto the network
Is required.
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Challenges

« Satellite mobile edge computing: The hardware must be flexible and be able to attend different
tasks (different protocols) with low latency and power consumption.
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Our approach

* Focuson general-purpose lightweight processors, which operates with different algorithms based
on GF(2M).

o Error-correctioncodes(i.e, Non-binary LDPC, BCH, RS codes)
o Pre-quantum cryptography (i.e, AES, Elliptic Curve)
o Post-quantum cryptography (i.e, McEliece, Rainbow, HQC)

* Proprietary ciphers based on GF(2™).
« Hardware reutilization (No specific logic for each different algorithm). Flexibility.
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Galois field arithmetic

+  GF(2™)Addition

_ m—1
a(x) = am-1x + ... +aix+ap s(x) = (am-1 ® bm-1 )xm_l + ...+ (ap ® by)

b(x) =bm_1x™ 1+ .. +bix+ by ‘ ‘

A b <i<m-
ai Abj € GF(2),0<i<m-—1 XOR of its coefficients

* GF(2™)Multiplication (Traditional two-step multiply)

o Firststep: Carry-Less multiplication (CLMULH / CLMUL)
o Second step: Reduction depending on the irreducible polynomial (FFRED)

*  GF(2™M)Inversion

R D
a—*squareh square; square; a square D > 0'1

Xinmiao, Z. (2016). VLSI architectures for modern error-correcting codes. Crc Press.
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ISA extension proposal

317 ... 2524 ... 2019 ... 1514 ... 1211 ... 7 6 ... QO
clmul 0000101 rs2 rsl 001 rd 0110011
clmulh 0000101 rs2 rsl 011 rd 0110011
ffwidth 0000111 rs2 rsl 000 unused 0110011
ffred 0000111 rs2 rsl 001 rd 0110011

« FFWIDTH: It receives in RS1 the degree of the polynomials, and in RS2, the irreducible
polynomial.

 FFRED: It receives the polynomial to be reduced as a parameter. In RS1, it receives the high
part, and in RS2, the low part of the polynomial. This instruction returns the
reduced polynomial ¢ (x).

« CLMULH and CLMUL: The parameters are the same as extension B.
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Example: GF multiplication for AES

— li

Irreducible polynomial GF(28)

f(x) =S +xt+ P x+1
1000110112 = 11B1¢ = 28319

reduction

Degree
RS1T — 5 32
// result
>
1(x)
RS2 3

instr_en —J
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ISA Implementation

Stage «—DMI SweRY Core.

~f—
Fetch 1 F Stall Point
Fetch 2

—h
Stall Point
[ AXI interconnect J
GF
2 it opcodes D
AXT
Divide
EX1 | M1 |Multply
Multi-

I DC1/AGU | | BR Adder
3 R |\:(|3 ||:(2;n) E’ x ocyflef [ Wishbone interconnect J
ultiplier ut-of-
i
DC3 | EX2 | M3 i
Boot System

(] o) (o)
4 R 7 }

Writeback Fetch 2 Sfl G]ElIO UA'LRT

DC2 |

Western Digital Corporation. 2020. RISC-V SweRV EL2 Programmer’s Reference OlofKindgren, _
Manual. https://github .com/chipsalliance/Cores-SweRV-EL2/blob/branch-1.3/ SweRVolf Github repository.
docs/RISC-V_SweRV_EL2_PRM.pdf https://github.com/chipsalliance/Cores-SweRVolf

NIVERSID

Yao-Ming Kuo NhBRlL«\ l




Performance

AES128 CBC Enc.

RS(255,247)

CBCDec. CTREnc. CTRDec. ECBEnc. ECB Dec.
standard 197,920 198,240 198,208 198,197 50,641 50,726
our proposal 38,328 39,303 39,033 38,995 10,854 11,011
Reduc. % 80.63% 80.17% 80.31% 80.33% 78.57% 78.29%
AES192 CBC Enc. CBCDec. CTREnc. CTRDec. ECBEnc. ECB Dec.
standard 242,573 242,695 242,839 242,828 62,572 62,661
our proposal 47.016 48,019 47,637 47,617 13,764 13,939
Reduc. % 80.62% 80.21% 80.38% 80.39% 78.00% 77.75%
AES256 CBC Enc. CBCDec. CTREnc. CTRDec. ECBEnc. ECB Dec.
standard 285,245 285,593 285,439 285,425 72,331 72,416
our proposal 53,396 54,548 54,054 54,036 14,462 14,660
Reduc. % 81.28% 80.90% 81.06% 81.07% 80.01% 79.76%
Number of cycles for AES
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RS(255,239)
Encode Decode Encode Decode
standard 154,003 151,681 300,831 303,289
out proposal 29,006 22,648 58,660 45,237
Reduc. % 81.17%  85.07% 80.50%  85.08%

Number of cycles for RS codes
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FPGA resources — Nexys A/

«—DMI SweRY Core.

[ AXI interconnect J

SweRV-EL2  Slice LUTs Slice Registers F7 Muxes F8 Muxes LUT as logic : AXI

standard 18,605 7651 341 74 18,605 Memory
our proposal 19,974 7688 413 80 19,974

Inc. % 7.36% 0.48% 21.11% 7.36% [ e )
B2

SPI GPIO UART

v

OlofKindgren,
SweRVolf Github repository.
https://github.com/chipsalliance/Cores-SweRVolf
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Conclusion

Flexible GF(2™) arithmetic extensionis proposed.

o Error-correctioncodes(i.e, Non-binary LDPC, BCH, RS codes)
o Pre-quantum cryptography (i.e, AES, Elliptic Curve)
o Post-quantum cryptography (i.e, McEliece, Rainbow, HQC)

More than 4x acceleration (~80% reductionin clock cycles) for AES and Reed-Solomon.
Incrementof only 7% in logic utilization (slices) for SweRV EL2.
Max. operation frequency remains the same for SweRV EL2.
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Future work

« Sguare and inverse operation implementation.
* Post-Quantum cryptography performance results.
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Thank you!
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